HARTNELL COMMUNITY COLLEGE DISTRICT
AP 3720 Computer, Electronic Communication, and Network Use
References: Government Code Section 3543.1 subdivision (b); Penal Code Section
502; Cal. Const., Art. 1 Section 1; 15 U.S. Code Sections 6801 et seq.; 17
U.S. Code Sections 101 et seq.; 16 Code of Federal Regulations Parts
314.1 et seq.; Federal Rules of Civil Procedure, Rules 16, 26, 33, 34, 37, 45
In support of the College's mission of teaching, research, and public service, Hartnell
provides computing, networking, and information resources to the campus community

of students, faculty, and staff.

Rights and Responsibilities
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prohibited. Using Hartnell's technology resources to violate the legal privacy
rights of any individual is also prohibited.

Activities will not be considered misuse when authorized by appropriate District officials
for security or performance testing.

Additional Use Policies

The Computer Use Policy applies to use of all Hartnell Campus computing resources.
Additional computer and network use policies and terms and conditions may be in place
for specific electronic services offered by the campus. The Computer Use Policy applies
to the use of Hartnell computers and networks for electronic communications. Users
must familiarize yourselves with any of these when you agree to use these services.

Authorized Use by Minors

Hartnell students under the age of eighteen, by accepting the benefits of authorized use
of the District's technology resources, acknowledge that material inappropriate for
minors is accessible on the Internet; that various wrongdoing, such as identity theft,
invasion of privacy and fraud, may occur on the Internet, and that their use of the
Internet may therefore expose them to a variety of risks of harm to person or property.
By using Hartnell's technology resources, minors and their parents accept responsibility
for any and all risks thereof and acknowledge that Hartnell shall not be responsible for
any harm or damage resulting from such use.

Web Pages
Hartnell College has established and presently maintains a web site which includes

information regarding Hartnell’s mission and purpose, courses, faculty and staff,
students, and such other information and resources as the Hartnell administration
determines is appropriate for inclusion (this includes a public listing of employee
directory/contact information). The use of Hartnell technology resources for the
creation of individual web pages, whether for official or personal purposes, shall be
subject to the following requirements:

a) Establishing Official Web Pages. The Hartnell administration may authorize a
process for the creation and maintenance of official web pages by Hartnell
faculty, staff, departments of the College, or student organizations. Official web
pages must be approved by the designated Hartnell administrator and the
content must be consistent with the general style and content of the Official
Hartnell web site. The addition or modification of material to official web pages
must also be approved by the designated Hartnell administrator prior to the
posting of such content. Material appropriate for placement on official web
pages includes administrative and academic information for specific
departments or student organizations, faculty, staff or class information, or
relevant reference information. Official pages must be served from officially
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b)

designated server platforms that the IT personnel has authorization and access
to for maintenance or content management.

Establishing Personal Web Pages. The Hartnell administration may authorize the
creation and maintenance of personal web pages by students, faculty or staff.
Personal web pages must be for educational purposes, including research,
discussion, academic development, public service and other educational uses
consistent with the mission of Hartnell, and must otherwise comply with the
requirements of this technology use policy. The creation of personal web pages
must be authorized by the appropriate administrator and proposed content may
be reviewed for compliance with this policy. In addition to the requirement that
the content of personal web pages comply with this policy, any sites to which the
personal web page links must be consistent with this policy.
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state or federal statutes. Setting aside these few exemptions, the vast majority of email
communications are available through a PRA request. Therefore, email communications
among and between employees and/or students are not confidential or private. Placing
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